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Demand for 
health data 

for research

T. Scassa
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Quality data for health research is in high demand

Health system data is closely governed (for privacy and 
research ethics considerations) leading to complaints 
and concerns over the ability  of researchers to access 
the data they need in a timely fashion

AI is driving up the volume of data needed for research; 
it is also changing the types of data that may be used



Stress points and challenges: Health data and 
federalism

T. Scassa

• Canada is a federal state and the delivery of health care falls within provincial 
jurisdiction

• Each province has its own health care system
• Provincial data protection/privacy laws govern personal health information 

(PHI) that is collected and used within the system
• Provincial public sector data protection laws also govern the collection by 

each provincial government of health administrative data
• Private sector data protection laws govern the collection and use of 

personal health information in the private sector
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Cross-jurisdictional health data challenges within this 
system

T. Scassa

• Each province has its own health data system with the result 
that there may be data interoperability issues across provinces

• Each province has its own rules that govern the collection, use 
and sharing of personal health information (PHI)

• The need to comply with the requirements of health privacy 
laws in each provincial jurisdiction makes it challenging and 
time consuming to conduct multi-jurisdictional health research
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Stress points and challenges: What laws apply to 
health data privacy

T. Scassa

• Although most provinces have health data privacy laws, these laws focus on 
health care custodians in the formal health care system

• They may also draw upon professional legal and ethical obligations

• Private sector companies that collect, use, and disclose health-related data do 
so under private sector data protection laws, which tend to be more fluid and 
flexible

• These laws may also be very different in the countries where the company that 
provides the technology or service is based, leading to issues with compliance 
and enforcement
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Stress points and challenges: anonymization and the 
privatization of public and health sector data

T. Scassa

• PHI laws (and other data protection laws) distinguish 
between personal information and anonymized data; with 
anonymized data falling outside the scope of the legislation

• Actors within the health care system increasingly 
anonymize PHI, and may then sell it or use it for research 
purposes (e.g., anonymization by Electronic Health 
Record service providers; “anonymization” of AI medical 
scribe data for use in training AI scribes)

• This can raise “social licence” issues and can create 
reidentification risks

24 April 2025 6



Penalties for reidentification

T. Scassa

• In Ontario, PHIPA has been amended to include new 
administrative monetary penalties that can be imposed on 
organizations to encourage compliance with the legislation, 
or to prevent anyone from deriving direct or indirect 
economic benefit from a breach of the legislation

• It is also an offence under PHIPA to wilfully use or attempt to 
use deidentified information to identify a person (alone or in 
combination with other information)

24 April 2025 7

https://www.canlii.org/en/on/laws/stat/so-2004-c-3-sch-a/220693/so-2004-c-3-sch-a.html


Stress points and challenges: The changing nature of 
health data

T. Scassa

• Large volumes of health-related data is now collected about people’s 
bodies and their functions by private sector companies through 
devices or apps (and not by health care custodians)

• In some cases, these apps enable the sharing of the data with health 
care practitioners, blending private sector data with health data

• Where sharing features are enabled, data may also be shared by the 
user with family members, friends, researchers – and with the whole 
world if they choose
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What constitutes health data is changing

T. Scassa

• Data not directly related to health and obtained from non-health specific sources 
such as social media are being used in health-related research

24 April 2025 10



What volume and variety of data is collected

T. Scassa

• Many health tracking apps collect large volumes of data, multiple 
types of data (e.g., heart rate, sleep patterns, diet, exercise, etc.), and 
do so almost continuously

• This can create important privacy risks
• It also raises questions about who has access to this data and under 

what conditions
• This data collection also has significant research potential, particularly 

in combination with AI tools
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Where health data is collected and how this is changing
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Stress points and challenges: New privacy risks and 
exposure

T. Scassa

• Privately collected health data may be used in ways 
not anticipated by app or social media users

• 23andMe data breach and bankruptcy
• Concerns that period tracking app data could be 

subpoenaed by investigators if abortion is criminalized in 
the US

• Health device data could be sought by insurance 
companies or by employers

24 April 2025 13



Stress points and challenges: Governance

T. Scassa

• How do you ensure that personal health information is as secure in 
private sector hands as it is in the health sector?

• How do you ensure that research carried out using non-traditional 
health data sources is ethical, appropriate, robust, and reliable?

• How do you ensure that individuals are not compelled to share 
personal health information collected through apps and wearables for 
purposes that are not necessarily in their interest?

• Consider the Genetic Non-Discrimination Act
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https://www.canlii.org/en/ca/laws/stat/sc-2017-c-3/129882/sc-2017-c-3.html


Technology outpacing health privacy legislation

T. Scassa

• Health data from non-traditional sources will fuel health sector 
research and innovation outside of frameworks designed to 
protect privacy and provide ethical oversight

• The research might involve not only sensitive personal data, but 
the use of AI technologies which raise their own governance 
challenges

• The research might not be governed by the same ethical 
principles or approaches put in place by research ethics boards

• It might also not be carried out with domestic public benefit in 
mind
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Stress points and challenges: greater 
individual control over personal health data
• Technology is increasingly available to give patients greater 

access to and control over the sharing of their PHI
• This can support more seamless health care
• It may support (or undermine) the willingness of individuals to 

contribute to health research (or access to patient data for health 
research)
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Summary

• Health data legislation in Canada has the goal of:
• Protecting the privacy of personal health information that is shared within the 

health care system
• Facilitating the privacy protective use of health data in medical research

• In our current context, this framework is under stress:
• Poor harmonization between provinces makes interprovincial and national data 

sharing challenging
• Anonymization and private sector actors in the health system are changing how 

data is accessed for research
• Data used for health research and AI innovation is increasing collected outside 

the health care context
• Technologies for better health information access for patients may change how 

data is accessed for research purposes
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Teresa Scassa

tscassa@uottawa.ca

AI + Society 
Initiative

Thank you!
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